How to remove sality virus

K. Sality Description

What is Sality?

This is a quote from Norman website :

Another alias : Sality, Win32/Sality, Sality.AA, Sality.AE, Sality.AH, Sality.AM, Sality. AR

L. How to know your computer is infected by Sality Virus :

These is the indications :

1.

2.

3.

Task manager is disabled.
Registry Editor is disabled.

Show all hidden files and folders are not working .
Hiden Files Folder setting always checks “Do not show hidden files and folder” option. You
can't change the option, even if you check “Show hidden files and folder” option

Firewall and anti virus are not working.
You can't run it and you can't scan with it; even you can run it and scan with it, the virus won't
be found or the virus will be found but anti virus can't clean/delete it.

The virus infects .exe files on every partition of you harddisk.

Almost all your .exe files on your computer will be infected (included explorer.exe,
uninstall.exe, etc). Some of your .exe applications still may run, but some of them won't run (it
will kill the runing process of infected .exe aplication or/and show an error message)!

The virus may infects some .com and .scr files.

The virus may infects some .dll files on your Windows folder.


http://www.norman.com/Virus/Virus_descriptions/41290/en-us

8. If you plug in your USB Device on your computer, it will create an autorun.inf file + a random

virus file.
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Picl :
The virus created an autorun.inf file + a random virus file (pwkmla.cmd) on my sample UFD.

9. You can't boot your Windows in safe mode. You will failed if you try to boot your Windows in
safe mode, and your system will restart automatically.

M. Virus Removers

Before deleting the virus, you should download these tools :

1. Norman Saftane Malware Cleaner
Choose one of these two links :

Download 1 : http://download.norman.no/public/Norman Malware Cleaner.exe
Download 2 : http://normanasa.vo.llnwd.net/029/public/Norman_Malware_Cleaner.exe

2. Symantec Win32.Sality. AE Removal Tool

Choose one of these two links :
Mirror Download 1 :http://www.ziddu.com/download/3653712/FxSltyAE.rar.html

Mirror Download 2 : http://rapidshare.com/files/233586434/FxSItyAE.rar.html

N. How to remove Sality Virus

How to remove sality virus :

1. Turn off “System Restore”.
General Computer Mame Hardware Advanced

System Restore Autamatic Updates Remote

Syztem Festore can track and reverse harmful changes ta your

-E*r computer.

Turm off System Festore on all drives

Dirive settings
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System restore


http://rapidshare.com/files/233586434/FxSltyAE.rar.html
http://www.ziddu.com/download/3653712/FxSltyAE.rar.html
http://normanasa.vo.llnwd.net/o29/public/Norman_Malware_Cleaner.exe
http://download.norman.no/public/Norman_Malware_Cleaner.exe

2. Run Norman

I Malware Cleaner to scan the virus.

L alware Cleaner
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Scan results
Failled to repair file: ©\Program Fles\Windows Plusldudso Convertera oConverter.exe (Infeded with W32/ Sality AR) [Error whalst repairing file:
ailed epair fla: CWP ows Plus\COUMVCDLM, axe {[nfected with W2/ Sality &R) (Error whilst repaaning file: )

ws Plus\Dancer\Danoar.exs [Infected with Wi2/Salty. AR} (Error whilst repairing file: )

st rapaining file:

or whilst repairing file:

ez C\RECYCLERYS-1-5-21-23059313232-3950902208- 25455 2532-1005\De2 e {Enfected with W3Z/Sality AR} (Error whilst repairing file: )

Failed to repair flz: CWEINDOWSMWAGRSMMSG. exe (Infected with W22 Sality. AR) (Ervor whilst repaining file: )

Repaired file: COWEN SkyTeal.mon (Infected with W32 Sality AR)

Failed to repair fils
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Norman Malware Cleaner.

3. If “do you want to restart...” dialog appears after scanning by Norman Safiane Malware
Cleaner, you may restart or not restart.

4. 1If you want to restart, make sure the “System restore” is still turn off before restarting. After
restarting, you should do step 1 to 2 again.

5. Run Symantec Win32.Sality. AE Removal Tool

Zip
Symantec W32.5ality. AE Removal Tool 1.0.0
\i4) W32.5ality. AE has been successfully removed from your computer!
< Here is the report:

The total number of the scanned files: 194628

The number of deleted threat files: 114 \
The number of threat processes terminated: 0

The number of threat threads terminated: 0

Proce The number of registry entries fixed: 4

Pic4 :
Symantec Win32.Sality.AE Removal Tool



6.

If “do you want to restart...” dialog appears after scanning by Symantec Win32.Sality.AE
Removal Tool, you should restart. Make sure the “System restore” is still turn off before
restarting.

After restarting, the virus most probably has been removed. Task manager and Registry Editor
are re-enabled now.

To make sure the virus has been removed, run Symantec Win32.Sality. AE Removal Tool once
again.

O. Important Note

1.

Sality virus most probably has been removed but maybe some files (exe, dll, etc) are still
infected by Sality Virus. To clean it, you should scan it with your anti virus (NOD32,
Kaspersky, Norman, Symantec, etc).

If anti virus can't clean it, you should delete the infected files (exe, dll, etc) BUT you should do
it carefully and you should be more careful if the infected files exist on Windows Folder
(example : explorer.exe etc). Before deleting, make sure the system will be fine if you delete it.
If you're not sure, don't do it, or consult it to expert.

To repair safe mode, you can download the registry file to fix it :
http://www.eset.hk/support/tools/repairboot.zip

or
http://support.kaspersky.com/downloads/utils/sality_regkeys.zip

Extract, and run one file for your match system (safebootWinXP for windows XP, etc).

Re-installing Windows is not the best option, especially if your Windows license is not
FPP/OLP. (Remember, if you re-install Windows, you must re-install driver & some softwares,
etc and don't forget you should re-activate your Windows again). Re-formatting all of your hard
disk partitions then re-installing Windows is the last option IF you want to do it.

I haven't re-formatted all of my hard disk partitions and re-installed Windows, because Sality
virus has been removed and the infected files have been deleted carefully.

Yusuf KS (The S' abbreviation is not Sality!!)

p.s. If a problem's still occurred, you can ask it on comment, I'll help as best as I can.

Weblog : http://myks.wordpress.com
Permalink : http://mvyks.wordpress.com/2009/05/1 6/how-to-remove-sality-virus/

PDF Version : http://www.kakikaku.com/yks/articles’/how to remove sality.pdf
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http://support.kaspersky.com/downloads/utils/sality_regkeys.zip
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